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National Finance Center
Customer Notification

Date of Notification: July 17, 2008
Subject: Interconnection Security Agreement

Database/Customer(s) Affected: All Customers

Dear Customer:

The National Finance Center (NFC) staff, New Orleans, Louisiana, is committed to assisting
each customer in securing access to NFC resources and services. Recent activity by NFC has
resulted in a Data Center project that has provided for rapid expansion capability, improved
operational availability, reduced downtime, and improved disaster recovery and continuity of
operations.

As a central government agency NFC maintains many interconnections with customer
systems. We have established Memorandum of Agreement (MOA) and Interconnection
Security Agreement (ISA) documentation for each connection that exists between NFC and
external agencies. This requirement is based on the National Institute of Standards and
Technology (NIST), Security Guide for Interconnecting Information Technology Systems
(NIST) Special Publication 800-47. The Security Guide for Interconnecting Information
Technology Systems provides guidance for planning, establishing, maintaining, and
terminating interconnections between information technology (IT) systems that are owned and
operated by different organizations. The guidelines are consistent with the requirements
specified in the Office of Management and Budget (OMB) Circular A-130, Appendix lll, for
system interconnection and information sharing. A system interconnection is defined as the
direct connection of two or more IT systems for the purpose of sharing data and other
information resources.

Our MOA and ISA documents comply with the appropriate security requirements to protect
your data and information systems as well as ours. We will emphasize adherence to
established security standards and practices and particularly the communication between our
designated staff at both the technical and managerial levels to ensure the successful
management and operation of the interconnection.

“Tip of the Week”

User Acceptance Testing for Front-End System Interface (FESI) record layouts for the Data Base change
will begin in Pay Period 17 and go through Pay Period 18, 2008. NFC will be publishing the FESI record
layouts for the Data Base change which is scheduled for Pay Period 21, 2008. The record layouts will be
available on the Customer Support page of the NFC Web site.



ISA Security Forms and Procedures

After downloading the MOA and ISA templates, please fill out the necessary information. The
information required by each agency is highlighted in red. Following your review, approval and
signature, return two (2) signed sets of originals via express mail to the following address:

National Finance Center
ITSD/Network Services Branch
Attn: Martha Ellis

13800 Old Gentilly Road

New Orleans, LA 70129

One (1) signed set will be returned upon completion.

Our primary points of contact are Ruth Smythe at 504-426-2606, ruth.smythe@usda.gov, and
Jim lvey at 504-426-2658, im.ivey@usda.qgov.
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http://i2i.nfc.usda.gov/Customer_Support/Customer_Notification_Archives/MOA-template for PCF.doc
http://i2i.nfc.usda.gov/Customer_Support/Customer_Notification_Archives/ISA-template (VPN) for PCF.doc

