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INTERCONNECTION SECURITY AGREEMENT

Between The Customer
And

The U.S. Department of Agriculture

National Finance Center (NFC)
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                 Add Customer’s Logo here!                                             

Date

INTERCONNECTION SECURITY AGREEMENT
SECTION 1:  INTERCONNECTION STATEMENT OF REQUIREMENTS
The requirements for interconnection between CUSTOMER and the USDA National Finance Center (NFC) are for the express purpose of exchanging data between the CUSTOMER network, owned by the CUSTOMER, and the NFC network, owned by the NFC.  The expected benefit is to expedite the processing of payroll/personnel, financial and benefit data for federal employees within prescribed timelines.

The Interconnection Security Agreement (ISA) is an agreement established between the organizations that own and operate connected IT systems to document the technical requirements of the interconnection and to confirm each party’s security posture.  The ISA also supports the Memorandum of Agreement.

SECTION 2:  SYSTEM SECURITY CONSIDERATIONS

· General Information/Data Description.  The interconnection is a two-way path configured as an encrypted Virtual Private Network (VPN).  The purpose of the interconnection is to exchange data between CUSTOMER and NFC.  CUSTOMER’s network has a VPN gateway(s) located at  ________________________; NFC’s system resides at Denver Federal Center, Building 810/E-9, Denver, CO  80225.  
· Services Offered.  This connection covers all exchanges of data between the two parties via a dedicated, network-to-network, encrypted VPN. 

· Data Sensitivity.  In accordance with FIPS 199 Security Categorization, the NFC Network has been categorized as High.  All data exchanged between the two parties will be treated as Sensitive-But-Unclassified.
	Information
	Confidentiality
	Integrity
	Availability

	NFC Network GSS Overall
	H
	H
	M


· User Community.  All CUSTOMER employees with access to the data received from the NFC are U.S. citizens with a valid and current CUSTOMER background investigation.  All NFC users with access to the data received from the CUSTOMER are U.S. citizens with a valid and current NFC background investigation.

· Information Exchange Security.  The security of the information being passed on this two-way connection is protected through the use of FIPS 140-2 approved encryption mechanisms.  The connections at each end are located within controlled access facilities.  Individual users will not have access to the data except through their systems security software inherent to the operating system.  All access is controlled by authentication methods to validate the approved users.
· Trusted Behavior Expectations/Rules of Behavior.  CUSTOMER’s system and users are expected to protect the integrity of NFC data and systems, and NFC’s system and users are expected to protect the integrity of CUSTOMER’s data and systems, in accordance with the Privacy Act and Trade Secrets Act (18 US Code 1905) and the Unauthorized Access Act (18 US Code 2701 and 2710).  

NFC Users:

The rules of behavior are documented in Title VII, Chapter 11, Directive 7, NFC Information Systems User Responsibilities.  This directive stresses confidentiality of data and personal responsibility for control of access by emphasis on the proprietary and secret nature of passwords.  Regular security awareness training addresses all aspects of individual behavior with respect to security.  The consequences of violating the rules of behavior are imposed by and at the discretion of management based on the nature and real or potential result of the infraction.  Non-NFC users are made aware of their responsibilities while using NFC systems.  These responsibilities are included in training NFC provides for agency security personnel and are included in interagency agreements and other formal agreements or documents between NFC and constituent agencies.
· Formal Security Policy.  The policy documents which govern the protection of data by each party are reflected below:
Public Law

· Privacy Act 1974

· Federal Information Security Management Act 2002

· Computer Fraud and Abuse Act 1986, PL 99-474

· Computer Matching and Privacy Protection Act, PL 101-56

· Federal Managers’ Financial Integrity Act (FMFIA), PL 97-255

· Paperwork Reduction Act 1995

· Clinger-Cohen 1996, PL 104-106

· OMB Circular No. A-130 Appendix III, “Security of Federal Automated Information Resources” 

· OMB Circular No. A-123, “Management Accountability and Control” 

· OMB Memorandum M-06-15, “Safeguarding Personally Identifiable Information”

· OMB Memorandum M-06-16, “Protection of Sensitive Agency Information”

· OMB Memorandum M-06-19, “Reporting Incidents Involving Personally Identifiable Information and Incorporating the Cost for Security in Agency Information Technology Investments”

· OMB Memorandum M-07-16, “Safeguarding Against and Responding to the Breach of Personally Identifiable Information”

USDA Internal 
· DR 3140-001, “Information Systems Security Policy”

· DM 3555-000, “Certification and Accreditation of Information Systems”

NFC Internal  

· Title VII, Management and Administrative Directives Manual,
Chapter 11, “Information Systems Management”

Insert Customer’s agency and/or internal security policy documents here.

· Incident Reporting. The party discovering a security incident will report it in accordance with its incident reporting procedures.
CUSTOMER’s Incident Reporting Procedure
Insert CUSTOMER’s Incident Reporting Procedure here.
NFC’s Incident Reporting Procedure
Report incidents or violations of this agreement and supporting policies identified above, which potentially represent a risk to any of the systems covered under this ISA, within 24 hours to the NFC’s Operations and Security Center (OSC) by calling (800) 767-9641.  Security incident contact information is attached to the applicable ISA.  The OSC is staffed 24 hours per day, seven days per week.

· Audit Trail Responsibilities.  Both parties are responsible for auditing application processes and user activities involving the interconnection.  Activities that will be recorded include event type, date and time of event, user identification, workstation identification, success or failure of access attempts, and security actions taken by system administrators or security officers.  Audit logs will be retained for three (3) years.
· Security Parameters.  The NFC and the CUSTOMER both agree to maintain adequate security controls, including specific filters at perimeter routers and firewalls, to permit outbound and inbound network traffic for only specified protocols, ports, and hosts. Routers and firewalls shall be configured to prevent exploitation of the interconnection to gain unauthorized access to other organizations or interconnected IT systems, networks, devices and resources. Security controls to provide this protection include:

· Separate authentication required to access each of the interconnected systems.

· Detection, refusal and logging of any connection attempt from a non-organization host.

· Detection, refusal and logging of any request for unapproved service or use of the interconnection.

· Operational Security Mode.  The NFC Network is operating in a multi-level security mode.  Access to required resources is only allowed via secure transport, with system level security further restricting access to data. 

· Dialup and Broadband Connectivity.  NFC does not allow Dialup or Broadband connectivity to its network. 

· Security Documentation.  NFC adheres to the NIST and USDA regulations governing Certification and Accreditation (C&A) for all General Support Systems and Major Applications.  Copies of C&A letters are available upon request.

SECTION 3:  TOPOLOGICAL DRAWING
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SECTION 4:  SIGNATORY AUTHORITY

This ISA is valid for three (3) years after the last date on either signature below.  At that time it will be updated, reviewed, and reauthorized.  Either party may terminate this agreement upon 30 days’ advance notice in writing or in the event of a security incident that necessitates an immediate response.

	
	Gilbert R. Hawk 

Chief Information Officer

National Finance Center

OCFO/USDA


	(Signature                                                   Date)
	(Signature                                                   Date)




Appendix 1

Technical Contacts
	Customer Contacts
	NFC Contacts

	
	Technical Services

(504) 426-2001

	
	Network Services

(504) 426-2600

	
	Incident Response

Operations and Security Center – (800) 767-9641

	
	Security Access Administration

(504) 426- 0410
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